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Onpenenenns
AyTeHTHQUKALUA OTNPABHTENs] JAHHBIX - TOATBEPXKACHHE TOTO, YTO OTIPABUTEND
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.
Be3jonmacnocTts wuHpopMamuH, B TOM 4YHCIE NEPCOHAIbHBIX AAHHBIX - COCTOSIHHE

3aIIUIICHHOCTH MH(GOPMAIMH, B TOM YHCIIC MEPCOHAIBHBIX HaHHBIX, XapaKTEPH3YEMOE CIIOCOOHOCTHIO
[IONIB30BATENEH,  TEXHUYECKHX  CpPeACTB U HMHOOPMANMOHHBIX  TEXHOJOTMH  OOECIIEYHTH
KOHQHIEHIHATEHOCTD, IIEJIOCTHOCTE M JOCTYITHOCTh HH(OPMAIIUH, B TOM YHCIIE IIEPCOHANBHBIX JaHHBIX,
mpu ee 06paboTke B HHPOPMANUOHHBIX CHCTEMAX.

baoxuposanne uHpopManuH, B TOM 4YHCJIe IEPCOHANBHBIX AAHHBIX - BPEMEHHOE
npekpaineHre 06paboTku HHGOPMANUH, B TOM YHCIIE IepPCOHANBHBIX JaHHBIX (32 HCKITIOUYEHHEM CIIyYaes,
eciy 00paboTka HeoOXoauMa I YTOUYHEHUS HHPOPMAITHH).

Bupyc (xoMObIOTEepHBIH, NPOrpaMMHBIN) - HCIONHAEMBIA NPOTPAMMHEIA KOJ MM
HHTEPIPETUPYEMBIA  HabOp HHCTPYKUHMH, oOmajaromuii CBOHCTBAMH  HECAHKIMOHHPOBAHHOTO
pacmpocTpaHeHus U camoBocpon3peneHns. Co3naHHbIe TyOauKaThl KOMIBIOTEPHOTO BHpYyCa HE BCErza
COBIIQJAlOT C OPHUIMHAJIIOM, HO COXPaHAIOT CIOCOOHOCTh K JalbHEHINEMY paclpoCTpaHEHHIO H
CaMOBOCIPOU3BEICHHUIO.

BpenoHocHass mporpaMma - [IporpaMma, OpeIHa3HAueHHAs IS  OCYMIECTBJICHHS
HECAaHKIIMOHUPOBAHHOIO JOCTyNa WM (W) BO3ACHCTBHS Ha 3alIUINAcMyI0 MHGOPMAIMIO WM PECYypPCHI
HHGOPMAITHOHHON CHCTEMBL.

3amumaemasi uHopmanua- HHQOpMAIWs, SBJSIOMAACT OPEOIMETOM CQOCTBEHHOCTH W
ToJUIeXamas 3aluTe B COOTBETCTBHU C TPeGOBAHMSAME MpPAaBOBBIX JOKYMEHTOB MIIM TPeGOBAHHSIMIE,
yCTaHaBIMBAEMBIMU COOCTBEHHIMKOM HH(pOpMAaIIUH.

HpeATndukanus - MPECBOEHHE CyOBEKTaM H OOBEKTaM MOCTyNa HAcHTH(HKATOpa ¥ (WIH)
CpaBHEHHE NIPEIBSIBIIEMOrO HASHTHPHUKATOPA C IEPEeIHEM IPHUCBOCHHBIX UICHTH(PHUKATOPOB.

NudopmaTuBHBIA CHIHaJ - JJEKTPHYECKUE CUTHANBI, aKyCTHYECKHE, BJIEKTPOMAarHUTHBIE H
npyrae (Qusnyeckue Iojisl, MO IapaMeTrpaM KOTOPHIX MOXET OBITh pacKpbiTa KOH(QHUICHITHATbHAS
uHpopMaIus (IIepcoHaNbHBIC JaHHBIE) 00pabaTsiBaeMast B HHPOP'MAIMOHHON CUCTEME.

HNudopmanmonHasi cucreMa - COBOKYIIHOCTh COAEp)Kamuxcs B 0azax NaHHBIX HH(popMamuH, B
TOM YHCIIe IEPCOHATBHBIX JaHHBIX, M 00€CIEeYNBAIOMUX ee 00paboTKy HHPOPMAIMOHHBIX TEXHOJIOTHH U
TEXHUYECKHUX CPEIICTB. _

NudopmanmonHble TEXHOJIOTHH - TIPOIECCH, METOIBI IOUCKa, cOopa, XpaHeHus, 0OpaboTKH,
MPEIOCTABJICHHUS, PaCIpOCTpaHeHus] HHGOpMalMyd X CHOCOOBI OCYIIECTBICHUS TaKUX IPOIECCOB MU
METOJIOB.

Hcrounux yrpo3sl 0e3omacHocTH HHGopManmu - CyOBEKT NOCTyIa, MATEPUANBHBIA OOBEKT
WA Qu3nUecKoe SBIICHNE, SBISIOMUECS IPUUYUHON BOSHUKHOBEHHS yTPO3bl 0€30I1aCHOCTH HHGOPMAIIUH.

Kon¢urenuuanbHOCTh HHPOPMALHH, B TOM 4Hc/Ie IEPCOHATBHBIX AAHHbIX-
00s13aTeIBHOE IS COOIIOAEHUS OTIepaTOpOM HIIM HHBIM MMOJYYHBIINAM JOCTYII K HH(OpMaIUU
(IepcoHabHBIM JAaHHBIM) JIMIIOM TpeOoBaHHME HE MOIMycKaTh KX pacIpocTpaHeHue Oe3 corjacus
CcyOBeKTa [IEpPCOHATbHBIX NaHHBIX MM HATHYHS HHOTO 3aKOHHOTO OCHOBAHHL.



Me:xcereBoii 3xpaH - JIOKaIbHOE (OTHOKOMIIOHEHTHOE) WIH DYHKIIMOHAIBHO- PACIIPENETICHHOE
IpOrpaMMHOE  (IPOrpaMMHO-aNIIapaTHOE) CPEACTBO (KOMIUIEKC), pealu3yioliee KOHTPOJIb 34
HHpOpManuel, NOCTyNaromeld B MHPOPMAILMOHHYIO CHCTeMY | (VJIM) BBIXOJSIEH U3 WH(GOPMAIHOHHOMN
CHCTEMBL.

Hapymurens 6e3onacHocTi HHGOpPMALUH, B TOM YHCJIE EPCOHAILHBIX JAHHBIX -
dusmyeckoe IO, CIydaiiHO HIH IPENHAMEPEHHO COBEPINAIOIIEE IEHCTBHUS, CIEICTBHEM KOTOPEIX
ABJIE€TCA HapymeHue Oe30macHOCTH HHGpOpManuu (IepCOHANBHBIX NAHHBIX) NIPA HMX 00paboTKe
TEXHUYECKUMH CPEJICTBAaMH B HH(POPMAITMOHHBIX CHCTEMAaX.

HecanknmonupopaHHbIi J0CTYn (HECAHKIMOHHPOBAHHbBIE [HeiicTBHSI) - JOCTYI K
HHQOpMANUKM MM JASHCTBHS ¢ HHGOpPMAIMed, Hapymiaiolue NpaBHia pasrpaHHYeHHs NOCTyHma ¢
HCIIOJB30BAHUEM INTATHBIX CPEACTB, IPEIOCTABISIEMBIX HH)OPMAITHOHHBIME CHCTEMAMH.

Hocuresr mHpopmamum - QuU3HYECKOE THIO HIA MATEPUANBHBIA OOBEKT, B TOM YHCIE
¢usndyeckoe moyne, B KOTOPOM HH(OpMaNus HAaXOIUT CBOE OTPKEHHE B BHIEC CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHHYECKHX PEIIEHHUH U IIPOLECCOB, KOINYECTBEHHBIX XapaKTEPUCTUK QU3UUECCKUX BEINYHH.

ObesuunBanMe MEPCOHAJBHBIX JAHHBIX - JEUCTBHS, B PE3yJbTaTe KOTOPHIX CTAHOBHTCS
HEBO3MOXKHBIM 0€3 HCIIONIb30BaHUS JONONHUTENBHOW HHGOPMALUH ONPENETUTh IIPHHAIIEKHOCTE
IIEPCOHAIIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHATBHBIX TaHHBIX.

O6paborka madopmanum (HepcoOHAJbHBIX AaHHBIX) - JI00Oe NelcTBHe (omepamus) HIA
COBOKYIHOCTb ACHCTBUM (omepanuii), COBEpPIIAEMBIX C HCIIOJIH30BAHUEM CPEICTB aBTOMATH3ALMH HIIH
0e3 HCIONB30BaHMs TaKUX CPEACTB ¢ HH(pOpMaIe (IepcoHaTbHBIMYU JAHHBIMHE), BKJIIOYas cO0p, 3aKCh,
CHCTeMATH3ALMIO, HAKOIUICHWE, XPaHCHHe, YTOYHEHHEe (OOHOBICHHME, W3MEHEHHE), M3BICYCHHE,
UCIIOJIb30BAHKE, Tepefady  (pacmpocTpaHeHHME, MNpenoCTaBIEHHE, JOCTYI), OO0e3IMYMBaHueE,
OJIOKMpOBaHME, YAAICHUE, YHUUTOXEeHIE HHPOPMAITHH (TIepCOHANBHBIX TaHHBIX).

Omnepatop (mepcoHANBLHBIX AAHHBIX) - TOCYIApCTBEHHBIM OpraH, MYHHIHIAIGHEIA Opras,
IOPHIMYECKOE WM (U3UYECKOe JIMIO, CaMOCTOSTENbHO WM COBMECTHO C MAPYTHMMH JIAIAMH
OpraHu3yrolee U (W) OCyIecTBILIomue 00paboTky HHGOpManuy (IEPCOHANBHBIX TAHHBIX), @ TAKKe
onpelensromuye Iend o0paboTku HHGOpMAanuM (MIEPCOHANBPHBIX HAaHHBIX), COCTaB HH(OpPMAIUU
(mepcoHaNBHBIX JaHHBIX), MOJUIEXKAIHMX 00paboTke, necTBHS (OIEpamuy), COBEpIIAEMBIE C
uHpOopMaIen (MepCOHATHLHBIMH TAHHBIMH).

Ilepexpar (umpopmManum) - HEIPABOMEPHOE MONy4eHHe HMH(DOPMAMH C HCIOJIb30BAHHEM
TEXHHYECKOIO CPENICTBA, OCYLIECTBIIIONIEr0 OOHapyXeHHe, mpueM M 00paboTKy HH(POPMATHBHBIX
CUTHAJIOB.

Ilepconanbubie gaHHbIe - Jr00as HHGOpMAalWs, OTHOCSINASCS K NPSIMO WM KOCBEHHO
OIIpEIENIEHHOMY WK OIpeeseMoMy GU3UIECKOMY Ty (CyOBEKTY IEPCOHATBHBIX TAHHBIX).

IlpaBuna pasrpaHHYeHdsl AOCTYNA - COBOKYIHOCTH IIPABHJI, DPETVIAMEHTHPYIOMIMX IIpaBa
JOCTyIa CyOBEKTOB IOCTyIa K 0OBEKTaM JOCTyIa.

IIporpammHast 3aK/agKa - KO IIPOrPaMMBI, IIpeTHAMEPEHHO BHECEHHBIH B IPQIpaMMy C IEITBIO
OCYINECTBUTh yYTEUKy, H3MEHHTH, OJOKHPOBATh, YHHUYTOXXHTH HH(GOPMAIMIO MIH YHHYTOXKHUTH H
MOIUGHUIUPOBATE HPOTpAMMHOE OOecIedeHrne HHOOPMANMOHHONW CHCTeMBI W (Wid) GIOKAPOBATH
anmapaTHBIE CPE/ICTBA.

IIporpaMmmHoe (mporpaMMHO-MaTeéMaTHYeCKOe) BO3JeHCTBHE - HECAaHKIMOHHUPOBAHHOE
BO3ACHCTBHE Ha PECYpChl aBTOMATH3MPOBAHHOW WH(POPMAIMOHHOM: CHCTEMBI, OCYIIECTBIIEMOE C
HCIIOJIb30BaHUEM BPEIOHOCHBIX ITPOIPaMM.

PacnpocTpaHeHHe mNepCOHAJBHBIX AAHHBIX - JEHCTBUS, HAIpaBICHHBIE Ha pACKpPHITHE
MEPCOHAIFHBIX TAHHBIX HEONPEAEIEHHOMY KpyTy JIHIL.

CpencrBa BBIYHCJUTENbHOII TEXHHMKH - COBOKYIMHOCTh IPOTPaMMHBIX H TEXHHUYECKUX
3NIEMEHTOB CHCTeM 00pabOTKH HaHHBIX, CIIOCOOHBIX (PYHKIMOHHPOBATH CAMOCTOSTEIHHO HIIM B COCTAaBE
JIPYTUX CUCTEM. :

Cy0bexT mocryna (cy0OBeKT) - JMIO WIIA IPOIECC, AEUCTBUS KOTOPOTO PETTaMEHTUPYIOTCA
MpaBUIIaMH pa3TPaHUYEHUs TOCTYIIA.

Texuuueckue cpeacTsa HHPOPMALMOHHON CHCTEMBI - CPEICTBA BBIYUCIUTEIFHON TEXHUKH,
HH(POPMAITHOHHO-BBIYHCITUTEIHHEIE KOMIUIEKCHI M CETH, CPEACTBAa M CHUCTEMBI Iepelauyd, NmpuemMa H
00paboTkyu mHGOpMaImH (CpPeICTBa M CHCTEMBI 3BYKO3aIHCH, 3ByKOYCHIIEHHS, 3ByKOBOCIIPOU3BEICHHS,
MIEPETOBOPHBIE M TEJIEBU3HOHHBIE YCTPOMCTBA, CPEJICTBA U3TOTOBICHHS, THPAXUPOBAHUS TOKYMEHTOB U
JIpyTUe TeXHUYECKHE CpelcTBa 00pabOTKH peueBoi, Fp%(l)HHGCKOﬁ, BUE€O- M OYKBEHHO-IIM(POBOI



uHGOPMAaNKH), IPOrpaMMHBIE CPEJCTBA (OIEPALMOHHBIE CHCTEMBI, CHCTEMBI YIIpaBIeHHS 0a3aMH
JAQHHBIX H T.IL.), CPEACTBA 3aIUTH HHPOPMAILHH).

¥Yrpossl 6e3onacHocTH HHGOPMANHH (IEPCOHANBHBIX JAHHBIX) - COBOKYIIHOCTh YCJIOBHH H
(aKTOpOB, CO3MAIONIMX OMACHOCTh HECAHKIIHOHHPOBAHHOLO, B TOM 4HCNE CIYYaHOro, NOCTyHa K
uH(opManuu (IIEPCOHATBHBIM [aHHBIM), PE3YNBTATOM KOTOPOTO MOXET CTaTh YHHYTOXEHHE,
H3MEHEHHE, OJIOKMPOBaHUE, KOMAPOBAHKE, PAacIIpOCTpaHeHue WHPOPMAIIUAM (nepconam,m,rx JIaHHbIX), a
TAKXe HHBIX HECAHKIIMOHHUPOBAHHBIX ACHCTBHI IIPH UX 00paboTKe B HH(bopMauHOHHon CHCTEME.

Yuuuroxenue nHGpopmManun (NEPCOHAJBHBIX NaHHBIX) - JSHCTBHUS, B pe3y/ibTaTe KOTOPHIX
HEBO3MOXHO BOCCTaHOBHUTH COAEpXaHUE MH(OPMaIMH (IEPCOHAIBHBIX NaHHBIX) B MH(OPMAIMOHHOM
CHCTEME WIM B pe3ynbTare KOTOPHIX YHHYTOXAIOTCS MaTepHAlbHBIE HOCHTENH HHOpManuy
(nepcoHaNbHBIX JaHHBIX).

VYreuka (3amumaemoi) MHPOPMAUMH MO TEXHHYCCKHM KAHAJAM - HEKOHTPOJHPYEMOE
pacmpocTpasenre HHGOPMAIMK OT HOCHTENS 3aUMIaeMoi HHPOPMAIHH depe3 PUIHYECKYIO Cpedy 10
TEXHAYECKOTO CPEICTBA, OCYLIECTBISIOMIEro NepexBaT HH(opMaIluH.

Henocrnocrs mHpOpManuu - CIOCOOHOCTh CpeNCTBA BBIMHCIMTENBHOM TEXHUKH WM
aBTOMAaTH3HPOBAHHOH CHCTEMBI O0ECIEYHBATE HEM3MEHHOCTh HMHPOPMAIMHM B YCIOBHSX CIy4aiHOro
H/WITH NpeIHAMEPEHHOTO HCKAXEHUS (pa3pylIeHuUs).

O6o03HaueHNA H COKPAEHHS

AIMHHHCTPATOP .

UE - aIMHHHCTpaTOp HHPOPMALOHHOM 6e30MacHOCTH

APM - aBTOMAaTU3UpOBaHHOe pabodee MecTo | D

IAC - aBTOMATH3HPOBAHHAS CHCTEMA

TAC - rocyapcTBeHHasi HHQOpMalMOHHASA CHCTEMA

BN - 3aIMInaeMas HHQOpMaIys, B TOM YHcCle, NepCOHANbHBIE JaHHBIe, COAEpPKAIIAACT

B Oa3ax NaHHBIX

- CErMEHT (eZepalbHON rocy1apCTBeHHON HHPOPMAUOHHOM cHCTeMEl «EnyHas
Cerment 'HC nH(opMaronHas 6a3a o peaM3aliy MEPOIPHSTHIA, CBI3aHHBIX ¢ 00ecIIeueHuEM
ENB/ 6e3011aCHOCTH TOHOPCKO# KPOBH H €€ KOMIIOHEHTOB, Pa3BHTHEM, OpraHH3alMeil H
[Iponaraii0il JOHOPCTBA KPOBH H €€ KOMIIOHEHTOBY

MC - HHpOpMAaIIMOHHASA CHCTEMA

HCO - HECAaHKIIMOHUPOBAaHHBI JOCTYI

OC - OIlepallhOHHas CHCTEMa

I1{n - IEpCOHANIBHBIE TaHHBIE )
o - IPOrpaMMHOE ofecredenue

C3n - cCcTeMa 3amuTHl HH(bOpMaIiy

Cp3HU - CPEJICTBO 3aIlMTHI HH(pOpMaUUN

IBM - 3JIEKTPOHHO-BBIYMCINTENBHAS MAalINHA

1 Beenenue

1.1  Hacrosmas Ilonutrka B oTHOmEHHH 00paboTKH HHGOPMAIMA H IIEPCOHAIBHEIX TAHHBIX B
cerMeHTe ¢eepanbHOl rocyjapcTBeHHON HHGOPMAaHOHHOM cucTeMbl «EnuHas uapopMaruonnas 6asa
[0 pealu3allil MEpONpHATHH, CBA3aHHBIX Cc obecmedeHneM O€30IaCHOCTH IOHOPCKOH KpOBH H ee
KOMITOHEHTOB, Pa3BUTHEM, OpPraHU3alMel U Ipolaranioi JOHOPCTBA KPOBH H €€ KOMIIGHEHTOBY (Jalee -
[TonuTHKa) oNpenenseT OCHOBHBIE LENM W 3alavd, a Takke OOLIYIO CTPATETHIO MOCTPOEHHS CHCTEMBI
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3amuth HHGopManuu (zanee - C3U) B cermeHTe QenepaipHOi rocyaapcTBEHHONH MH(DOPMAIHOHHOIM,
cucreMbl «EnguHas uabOpManoHHas 6a3a IO peajlH3alMd MEPONPHSTHIA, CBI3aHHLIX ¢ 06eCIeYEHHEM
0€301aCHOCTH NOHOPCKOH KpOBM H €¢ KOMIIOHEHTOB, pa3BHTHEM, OpTaHH3alMell M IpomNaraHmoi
JOHOPCTBA KPOBH M €€ KOMIIOHEHTOB) (fainee - cermeHT [ UIC EMB]). [lomutrka onpenenser OCHOBHBIE
TpeGoBanus u 0a30Bble MOAXOABI K HX PEATH3AINH, JUIS JOCTHXEHHS TPpeOyeMOoro ypoBHs 6e30IacHOCTH
uHpopManyu.

1.2 Tlonutuka paspaboTaHa B COOTBETCTBHH C CHCTEMHBIM IIOJXOAOM K OOECHEYEHHIO
uH(OPMAIOAHON 6Ge30IIaCHOCTH, KOTOPBI IIpEeAIIoNaraeT - MPOBEACHHE KOMIUIEKCY MEpPONpPHSATHIA,
BKJIIOYAIOIIMX HCCIE0BaHUE Yrpo3 MHGOPMAIMOHHON Ge3zomacHOCTH M pa3paborky C3U, ¢ mo3uuuu
KOMIIIEKCHOTO MPUMEHCHUSA TEXHMYECKHX H OPraHM3alHOHHBIX MEp H CPEACTB 3aINUTHI HHGOpMAIMH
(manee - Cp3H). '

1.3 llomaTHKa CHIyXHT OCHOBOH Juis pa3spabOTKH KOMIUIEKCA OpPraHM3alldOHHBIX M
TEXHMYECKUX Mep Mo obecreueHuio HHGopManuonHoi G6e3onacHocTH B cermedTe I'UC EMB]I, a Taxxke
HOPDMATHBHBIX M METOAMYECKHX NOKYMEHTOB, 0OeCIeumBaIOlINX €€ pealH3alHio, H He Npeanojaraer
noAMeHb! QyHKIUWH rocygapcTBEHHBIX OpraHoB Biacti Poccuiickoli denepaiuii, OTBEYAIOMMX 34
obecnieuyenne 6e30macHOCTH HMHGOPMANMOHHBIX TEXHONOTHH M 3ammiTy HHQOpManuu. IlomuTHKa
SIBJIICTCS METOAOJIOTUYECKOM OCHOBOM JIA:

- NpPHHATHA YIPABICHYECKUX PEMICHUH M pa3spaboTKd NPaKTHYECKUX MEpP IO BOIUIOIICHHUIO
HOJIUTHKH 6e30macHOCTH 3ammumaeMod MHGopMamuu u BbIpabOTKH KOMILIEKCA COTNIACOBAHHBIX MeEp
HOPMATHUBHO-IIPABOBOTO,  TEXHOJOTHMYECKOTO M OpraHM3allHOHHO-TEXHMYECKOTO  Xapakrepa,
HANPaBICHHBIX HA BBIABICHHE, OTPAXECHHE M JIMKBUAAIMIO IOCIEICTBUH peai3alliy pa3IMUHEIX BHIOB
yrpo3 3aIuIaeMoi HHpopMaIum;

- KOOpAMHAUMH NEATETHHOCTH YNOJHOMOYEHHBIX JIHIl IPH IPOBEACHHH paboT MO PasBHTHIO W
skciuiyatanuu cermenta TMC EMBJ] ¢ cobmonenmeM TpeGoBaHMil O6eCNeYeHHs Ge30macHOCTH
3amyniaeMoi uHdopManuu;

- pa3pabOTKH IpeAsIOKEHUH IO COBEPUICHCTBOBAHUIO [IPAaBOBOTO, HOPMAaTUBHOIO, METOANYECKOTO,
TEXHUYECKOTO ¥ OPTraHU3allHOHHOTO obecrnedeHus 6€30nacHOCTH 3amunIaeMoi HHPOpMallK B CETMEHTE
I'C EMB/I.

1.4 Ilommtuka pa3paboTaHa Ha OCHOBaHHH CIEAYIOIIHUX JOKYMEHTOB:

- OepepanpHebiii 3akoH oT 27 urona 2006 r. Ne 152-03 «O nepcOHANBHBIX JaHHBIXY,

- Ilpnkas ®enepanbHON CiyXOBl 110 TEXHHYECKOMY M 3KCHOpPTHOMY KoHTpoio (OCTOK
Poccum) Ne 17 ot 11 despans 2013 roga «O6 yrBepxnenun TpeGoBaHHii 0 3amuTe HHYOPMAUHH, HE
COCTABJIAIOMEH TOCYJapCTBEHHYIO TaHY, coIepiKameiics B TrOCYAapCTBEHHBIX HH(OPMAI[HOHHBIX
CHCTEMAX).

1.5 B llonutuke ompenenensl TpeboBanusi K mepconary, paboraiomemy B cermenre I'VIC
EWB]/], ux CTeneHs OTBETCTBEHHOCTH U JIOJDKHOCTHBIE OOS3aHHOCTH, a TaKXe JOJDKHOCTHEIE
00s3aHHOCTH pabOTHHKOB, OTBETCTBEHHBIX 3a obecnedeHrne 6€30MacCHOCTH 3alHuiaeMoil HH(popManuu B
cermente [ UC EMB/I.

2  Obémue noyoxeHus *

2.1  Uenwsro Hacrosmed Ilomutuku spisgercs oOecneueHue O€30IMACHOCTH 3allMINAEMOM
uadpopmanmu B cermenre I'YIC EVIB]] ot Bcex BUIOB yrpo3, BHEIIHUX H BHYTPEHHUX, YMBIIUIEHHBIX H
HENpeIHAMEPEHHbIX, MHHMMM3aUMs ymepba OT BO3MOXHOM peallM3aldd  yrpo3 0e30MacHOCTH
HHGOPMAITHH.

2.2  bezomacHOCTh  3amipmaeMod  WHpoOpMamMM  JOCTHTacTCs  IMyTeM  MCKIIOYCHHS
HECaHKIIMOHHPOBAHHOIO, B TOM YHCIIE CIIy4aifHOro JOCTYIA K 3aluiiaeMoil HH(GOpManuH, pe3yisTaToM
KOTOPOTO MOJXET CTaTh YHHUYTOXXEHHE, M3MEHEeHHE, ONOoKupoBaHME, KONMHMpPOBAHHE, pacIpOCTpaHEHUE
3anuinaeMoil HHGopMaIHH, a Tak)Ke HHBIX HECAHKITHOHMPOBAHHBIX JEHCTRUH.

23  3amumaeMas uHGOpManus U CBSI3aHHBIE C HEH pecypChl NOJDKHBI OBITH JOCTYIHBI JUIS
ABTOPH30BAaHHBIX IOJIb30BareNieil. JIOIDKHO OCYINECTBISTHCS CBOEBPEMEHHOE OOHapyXeHHEe W
peardpoBaHue Ha yrpo3bl 6€3011aCHOCTH 3aMIaeMoi nHopManuy.

3 Obaacrs aeiicrBus
3.1  Tpebosanus wHacrosme# [lomuTukm pacnpocTpaHsloTcs Ha Bcex pabOTHHKOB,
nonymennsx K pabote B cermente [ UIC EUB]I (1uTaTHEDY, BPEMEHHBIX, pabOTAIOMHKR N0 KOHTPAKTy H



X,

T.IL.), @ TAKXKE BCEX MPOYUX JIHI (MOAPANYUKH, Ay TUTOPHI U T.IL.).

4 Cucrema 3amuTHl HHPOPMaANYH

4.1 C3U, ctpoutca Ha OCHOBaHUMU:

- [lepeuns o6pabareiBacMoit HHGOpMaLMHU B EpCOHANBHBIX JaHHBIX B cerMeHTe I IC EMB];

- Otyera 06 o6cnenoBannu o6bekTa CirykObl KpOBH Ha COOTBETCTBHE TPEOOBAHMAM IO 3aIUTE
uHbOpMaIK 1 epcoHanbHBIX JaHHBIX B cermenTe EMC EUB]] (nanee - Otuer 06 ob6cnenoBanun);

- Akta xinaccuukanun cermerara ['IC EUB/; '

- AKTa ONpeNeNneHUs ypOBHS 3AlIMINEHHOCTH NEPCOHAIBHBIX JAaHHBIX, 00PaGaThBAEMEIX B
cermente [ UIC EWUB]I;

- Mogemu yrpo3 W MoZenu Hapymwurens Oe3zomacHocTH HH(opManuu, mpu ee o6paGoTke B
cermenre ['IC EUB]] (nanee - Mognens yrpo3s);

- Texumueckoro 3agaHus Ha BBHIIONHEHHE paboT 1O Pa3sBUTHI0O H  00ecCIeYeHHIO
(GYHKIMOHHPOBaHUS CHCTEMBI 3alIUTHI NEPCOHANBHEIX aHHBIX B cerMeHTe ' UC EMB/T;

- PykoBomsamux poxkymMentoB @CTIK Poccun u ®Ch Poccun.

42  Ha OoCHOBaHHMH 3THX JOKYMEHTOB OIpelensiercs HeOOXOAUMBIH YPOBEHB 3aIMIIEHHOCTH
undopmanuu, obpadbarsaemoit B cermente I'IC EMB]l. Ha ocHOBaHMHM aHallM3a aKTyallbHBIX YIpO3
0e30macHOCTH 3amuuiaeMoil uHdpopMalyy, onucanHoro B Otuere 06 obGcnenoBanuy U Mojenu yrpos,
JIeNacTcs 3aKII0YeHHe 0 HEOOXOMMMOCTH MCIOJIb30BAaHHA TEXHHYECKMX CPEICTB M OPraHH3aIlHOHHBIX
MEPOIPUATHH 1151 0OecTieueHHs 6e30aCHOCTH 3aluiaeMoil HHGOpMaIiUH.

4.3 B 3aBucuMmocTH OT ypoBHs 3ammumenHocta cerMeHTa ['IC EUB/I n axtyansHBIX yrpos,
C3H MOKeT BKIIIOYaTh CICAYIOLIHE TOACUCTEMBL:

- HAcHTH(HKALNS ¥ ayTeHTA(PHKANUA CYOBEKTOB OCTYIa U 0OBEKTOB IOCTYNa;

- yIpaBJieHHE JOCTYMOM CyOBEKTOB A0cTyna K 00beKTaM AOCTYIa;

- OrpaHHYEHHE MPOrPaMMHOH CpPEIIBI; s

- 3alllUTa MAIIMHHEIX HOCHTENEH NMEPCOHANBHBIX 1aHHBIX;

- peructpanus coOsrTiii 6€30acHOCTH;

- AHTMBHpYCHAsl 3allUTa;

- 00HapYXEHHE BTOP)KEHHUH;

- KOHTPOJB (aHaIM3) 3alMINEHHOCTH IIEPCOHATBHBIX JaHHBIX;

- obecrieueHre MENOCTHOCTH HHPOPMALIHOHHOM CHCTEMBI B HH(pOPMALUH;

- obecrie4eHre JOCTYITHOCTH EPCOHANBHBIX TAHHBIX;

- 3alMTa CPEAb] BUPTYAIHU3ALIMH;

- 3alIHTa TEXHUYECKUX CPEACTB;

- 3ammTa HHGOPMAITHOHHON CHCTEMBL, €€ CPEICTB, CHCTEM CBS3H U Iepe/lavyd JaHHBIX;

- yIpaBlieHHe KOHGUTrypanuel HHPOPMAIIHOHHOH CUCTEMBI H CHCTEMBI 3alIHATEH
NEepCOHANBHBIX JaHHBIX.

44 B cnucOoK IODKHEI OBITH BKIIIOYEHB (DYHKUIHHM 3allUThI, obecrnedrBaeMble INTaTHHIMH
cpenctBaMH 00paboTkH MHGOpMAIMHM, ONEPAUMOHHBIMH CHCTEMAaMHM, NPHKJIAJHBIM POrPAMMHBIM
obecIeuYeHnEM M ClIElHAIBHBIMU KOMILIEKCaMH, pearu3ytomumu Cp3H.

>

5 OcnoBHbIe NpUHIHNGI nocTpoenns C3U
5.1 Tloctpoenne  C3U cermenra IT'MC EWBJl u ee (QyBKIMOHMPOBaHHE JOJDKHEI
OCYIIECTBIITLCS B COOTBETCTBUH CO CJICYIOIAMH OCHOBHBIMH IPHHIMIIAMHU:
- 3aKOHHOCTb;
- CHCTEMHOCTb;
- KOMIUIEKCHOCTb;
- HETPEPBIBHOCTD;
- CBOEBPEMEHHOCTb;
- IPEEMCTBEHHOCTE U HEIPEPHIBHOCTL COBEPIICHCTBOBAHMS,
- IEpCOHAIBbHAS OTBETCTBEHHOCTb;
- MEHAMH3AIHS TOTHOMOYHH;
- B3aUMOJICHCTBUE U COTPYIHHYECTBO;
- TEOKOCTR, CHCTEMB] 3aIlUTHL;
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- MPOCTOTA IIPUMEHEHHS CPEACTB 3aLIUTHI;
- Hay4Hasi 000CHOBAaHHOCTb M TEXHHYECKas pPeali3yeMOCTh;
- CenHanu3anys 1 NpodecCHOHATN3M;
- 00513aTEIBHOCTh KOHTPOJIS.

5.2 3aKOHHOCTB. :

JlaHHBIN NPHHIMI TIPEAIIONaracT OCYIECTBICHHE 3aIUTHBIX MEPONIpHATHi 1 pa3zpabotky C3U B
COOTBETCTBHH C JCHCTBYIONUIMM 3aKOHOJATENHLCTBOM B OOGNAcTH 3amiMThl MHpoOpMammu W Apyrux
HOPMATUBHBIX aKTOB MO Oe30MacHOCTH HHQOPMAILlUH, YTBEPKICHHBIX OpraHaMH TOCYAapCTBEHHOMU
BJIACTH M YIIPaBIICHUS B MpefesIax UX KoMueTeHIud. PaboTHUKH 1 06CITy )KUBAIONIHIT IGPCOHANT CETMEHTA
I'MC EUBJ momxHel OBITH OCBEAOMIIEHBI O IOpPSIKE paboTsl ¢ 3ammmaeMoif mHbOpMaLMeRr H 06
OTBETCTBEHHOCTH 3a 3amuty I1/1H.

53  CHCTEMHOCTb.

Cuctremsbrii mogxon Kk mnoctpoenuto C3U mpenmonaraer ydeT BceX B3aUMOCBSI3aHHEIX,
B3aHMOJCHCTBYIONINX H M3MEHSIOIUXCA BO BPEMEHHU 3JIEMEHTOB, YCIOBHH M ()aKTOpPOB, CYyINIECTBEHHO
3HAYHMBIX JUIA IOHHMaHHS M pelleHUs pobneMbl obecnieuenus 6e30MacHOCTH MH(pOpMaIuu cerMeHTa
I'C EMBA,. llpu cosmammn C3U 1nomkxHB! YUUTHIBAaTECSA Bee cnabble M Hambollee ysA3BUMBIE MecTa
cucTeMsl 00paboTku MH(OpMaNMU, a TaKXKe XapakTep, BO3MOXKHBIE OOBEKTHl W HANpAaBJIEHHA aTak Ha
CHCTEMY CO CTOPOHBI HapymmTeNnel (0cOGEHHO BEICOKOKBATH(HITMPOBAHABIX 3I0YMBIILIEHHHKOB), IIyTH
IPOHUKHOBEHHS B paclpelielieHHblE CHCTEMBI M HECAaHKIMOHMpOBaHHBIN noctyn (manee - HCJH) k
uHpopMmaruu. CHCTeMa 3amMTHl JOKHA CTPOMTHCS C y4eTOM HE TOJIBKO BCeX W3BECTHBIX KaHAIOB
nporuknoBeHds U HCJ] x mHpOpMauuu, HO U C YYETOM BO3MOXKHOCTH IOSBICHHS NPHHIHUIHAIHHO
HOBBIX NyTel peanu3anuu yrpo3 6€30MacHOCTH.

54  KOMILIEKCHOCTS.

KoMIuiekCHOe HCIONBE30BaHHE METONOB M CPEICTB 3allMTH HHQOpManuu mpeanoniaraet
COTJIaCOBAHHOE NPHMEHEHHE PAa3HOPOAHBIX CPEACTB IPH IQCTPOCHHHU LENOCTHOH CHMCTEMBI 3aLIUTHI,
MepeKphIBAIOLIell Bce CYyUIeCTBEHHBIE (3HAaUYMMBbIe) KaHAIbl peajii3allii yTpo3 M He coJepkalnei ciaabbx
MECT Ha CTBIKAX OTHE/IBHBIX €€ KOMIIOHEHTOB. 3allMTa JOJDKHA CTPOMTBCS OSmIenoHupoBaHo. J{nd
KaXJO0r0 KaHIa yTeYKH HH(QOpMamuH M Uil KaXJoH yrpo3sl 6€30HacCHOCTH JOJDKHO CYMIECTBOBATH
HECKOJIbKO 3aLIUTHBIX pybGexkeil. Co3naHue 3alUTHBIX pyOexeil 0CyHECTBICTCS C YYETOM TOTrO, YTOOBI
JUI MX TIPEOJOJICHHS MOTEHIHATBHOMY 3IOYMBINUICHHUKY TpeGoBaich NpodeccHOHANbHBIE HABLIKH B
HECKOJIBKMX HEB3aMMOCBA3aHHBIX 00IacToX. '

5.5 HenpepsIBHOCTP 3alUTH HHGOPMALIUH.

3amuta wHGOPMAIUKM - HE PAa3OBOE MEPOIPHUSTHE W HE IPOCTas COBOKYNHOCTh INPOBEIECHHBIX
MeponpuaTHii W ycraHoBneHHbIXx Cp3M, a HenpepslBHBIM  II€JCHANpaBICHHBIH  Ipolece,
[peANOJIararoIil IPUHATHE COOTBETCTBYIOIMX MEP Ha BCEX dTanax XH3HEHHoro mukia cermenra ['HUC
ENB]I. Cermenr 'HC EWB]] momxeH HaXOAWUTHCA B 3AIMMINEHHOM COCTOSHHMHM HAa IIPOTS)KEHUH BCErO
BPEMEHH CBOETO (YHKIIHOHHPOBaHHS. B COOTBETCTBHH € 3TMM NPHUHLHMIIOM JOJDKHBI IPUHUMATHCS MEPEI
10 HEIONYIIEHHUIO TIEpeXoia B HE3alUINEHHOE COCTOSHUE. BONBIMHHCTBY GH3MYECKHX H TEXHHYECKHX
cpeacTB 3amuThl i 3(GEKTHBHOrO BHIIOJHEHHS CBoMx GyHKIMH HeobxomuMma MNOCTOSHHAS
TEXHHYECKasd W OpraHM3alMOHHAsd (aJMHUHHCTPATHBHAs) IOIEPXKKa (CBOEBPEMEHHas CMEHa H
obecriedeHre NPAaBHIBHOTO XpaHEHHMS M IPUMEHEHHsS MMeH, Oapoieif, ximoue¥ mudpoBaHus,
nepeonpenencHue mojHoMounit u T.1.). IlepepslBBl B paboTe .CpEACTB 3alIMTHl MOrYyT OBITH
HCIIOIb30BAHbl 3JIOYMBIIUICHHHKAMH [UI1 aHalIW3a NPHMEHSIEMBIX METONOB M CPEACTB 3alllUTHI, AJIA
BHEJPEHHs CIENUATBHEIX IPOrPaMMHBIX M aNlapaTHHIX «3aKIafoOK» M IPYTMX CPEACTB IPEONOICHHS
CHCTEMBI 3AIIUTHI [TOCIE BOCCTAHOBIICHHS €€ (YHKIHOHUPOBAHHSI.

5.6  CBOEBpPeMEHHOCTb.

JlaHHBIA NPUHIMI [PEAoaraeT ynpexnalomuidl xapakrep Mep obecneueHHs 6e30MacCHOCTH
UH(POPMAIIUH, TO €CTh HOCTAHOBKY 3aj1au o koMIuiekcHo# 3amute cermenTa 'MC EVB/] u peanusanuio
Mep obecneyeHns Ge30macHOCTH MHGOPMAIMY Ha PaHHUX CTausAX pa3paboTku B uenoM, H ee C3H, B
yacTHocTH. PaspaGotka C3U momKHA BECTHCh NapalieNibHO € pa3spaboTKod M pa3sBUTHEM CaMOM
3aIMIIAEMOM CHCTEMBL. OJTO IIO3BOJIUT Y4YecTh TpeOoBaHus ©6€30IaCHOCTH IpH IPOEKTHPOBAaHHHU
apXUTEKTYPHI M, B KOHEYHOM CYeTe, co3/1aTh Oosee 3¢ dexTHBHBIE (KaK 110 3aTpaTaM PECypCOB, TakK H IIO
CTOMKOCTH) 3aIlUIIECHHBIE CHCTEMBI.

5.7  IlpeeMCTBEHHOCTH U COBEPLICHCTBOBAHHUE.

IlpeanonaratoT HOCTOAHHOE COBEPIIEHCTBOBAHAE MEp H CPEACTB 3allATHI vHpOpMauM Ha

»
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OCHOBE TIPEEMCTBEHHOCTH OPraHH3aI[MOHHBIX H TEXHHYECKHX PEUICHHH, KaJpOBOTO COCTaBa, aHAIN3a
¢ynaxnuonuposanus cermenra [ UIC EWMBJl u ero C3U ¢ y4eroM M3MEHEHHH B METOJAax WM CPEICTBAaX
mepexBara HWH(poOpMamMy, HOPMAaTHBHBIX TpeOOBaHWH MO 3aluTe, JOCTUIHYTOTO OTEYECTBEHHOTO H
3apy0O€XHOro OIbITa B 3TOH 00JIacTH.

5.8  IlepconanbHast OTBETCTBEHHOCTD. :

[Ipenmonaraer BO3JIOXKEHHE OTBETCTBEHHOCTH 3a obOecmeueHHe Oe3omacHOCTH HHGOpPMAIUH U
CHCTEMBI X 06paboTKH Ha KaXJ0ro paboOTHHKa B IpefieNaX €ro MNOJHOMOYMiA. B COOTBETCTBHH € 3THM
IIPHHIMAIIOM pAaclpeeNeHre NpaB W O0S3aHHOCTelM pPaGOTHHKOB CTPOMTCS TAKHM 00pa3soM, 4ToGHI B
cirydae moboro HapymeHust Kpyr BAHOBHHKOB ObLT 4YETKO M3BECTEH MJIM CBEICH K MUHIMYMY.

5.9  llpuHIMI MHHHMHU3AUUK TOJTHOMOYHH.

O3HagaeT IpEeHOCTaBICHUE IIONB30BATEIIIM MHUHHMAIBHBIX IIPaB JOCTyIAa B®COOTBETCTBHH C
MIPOM3BOJICTBEHHOM HEOOXOAUMOCTHIO, HA OCHOBE IPHHIHIA «BCE, YTO HE Pa3pelleHO, 3alperieHO».
JlocTyn K 3amqumaeMoi nHGOpMalUK JOJDKEH IPENOCTABIATECS TOJNBKO B TOM Ciiydae W o0beMe, eciu
3TO He0OX0AUMO paOOTHHUKY AJI BEINOJMHEHUS €0 JODKHOCTHBIX, 0053aHHOCTEH.

5.10 BzaumopnelcTBHE M COTPYXHUYECTBO.

Ilpennonaraer co3naHue OnaronpuaTHOM artMocdepbl B KOJUIEKTHBAX MOApa3JelieHui,
obecneunBaromux aearensHocTh cermMenTa [AC EWBJI, s cCHHYKEHWsT BEPOSTHOCTH BO3HHKHOBEHHS
HEraTUBHEIX JIEHCTBHM CBA3AHHEIX C YeloBedecKuM (hakTopoM. B Takoii 0OcTaHOBKE pabOTHHKH HOTKHBI
OCO3HAHHO COONMIONATh YCTAHOBJIEHHHIE IIPABUNA H OKa3blBaTh COJNCHCTBHE B JICATEIBHOCTH
OTBETCTBEHHOro 3a oOecredeHne Oe30macHOCTH UWHGPOpPMAUH M MEPCOHANBHBIX JaHHBIX H
anqmuancTparopa Ub.

5.11 T'uOKOCTH CHCTEMBI 3aIMUTH] HH(OPMALIHH.

IpuHsATEIE MEPhl W YCTAHOBIICHHBIE CPENCTBA 3aIMUTHI, OCOOCHHO B HAYaIbHBIA MEPHOA HX
SKCIUTyaTalud, MOTYT obeclieunBaTh Kak YpEe3MEPHBIH, TaK M HEJOCTATOYHBIH ypOBEHB 3ammThl. JIs
obecnieyeHHS BO3MOXKHOCTH BapbHPOBAaHMS YPOBHEM 3alMINCHHOCTH, CPEACTBA 3aIlUTHI JOJKHEI
obnagaTh ompenelieHHOM ruOkocThi0. OcOGEHHO BaKHBIM 3TO CBOMCTBO SBIAETCA B TEX Cllydasx, Koraa
YCTaHOBKY CPEICTB 3alIMTHl HEOOXOAMMO OCYIUECTBIATH Ha .paGOTAIOINyI0 CHUCTeMy, He Hapymas
mporecca ee HOpMaIbHOTO (QYHKIIMOHHPOBAHHS.

5.12  TIpocTota mpuMEHEHHUS CPEICTB 3allMTHL.

MexaHu3Mbl 3aIMMTHI HOJDKHBI OBITh HHTYHTHBHO NHOHSTHBI M IPOCTHl B HCIONb30BaHMH.
[TpuMeHeHHe CPENCTB 3aIOUTEL HE JOMDKHO OBITH CBA3aHO CO 3HAHHEM CIELHANBHEIX S3BIKOB MIIH C
BEINIONTHEHHMEM JEHCTBHI, TpeOYIOIUX 3HAYMTENBHBIX NOMOJHHUTEIBHBIX TPYA03aTpaT HpH OOBIYHOH
paboTe 3aperuCTPUPOBAaHHBIX YCTAHOBIEHHBIM IIOPSIKOM ITOJIB30BATENECH, a TAKXKE HE JOIDKHO TpeGOBaTh
OT I0JIB30BaTENs BHIUIOIHEHMS PYTHHHBIX MaTOIOHATHBIX €My Oolepaluil (BBOA HECKOJIBKHX Maponied U
HMEH " T.J1.).

5.13 Hayunasi 060CHOBaHHOCTb U TEXHHYECKAs PEATU3yEMOCTb.

WHpopMallioHHbIE TEXHOJIOTHH, TEXHHYECKHE M IpPOrPaMMHBIE CPEJCTBA, CPEJCTBA M MEPHI
3aIUTH HHGOPMALHH JODKHEI OBITH pealM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAyKW M TEXHHKH,
Hay4HO OOOCHOBAaHBI C TOYKHM 3PEHHs MOCTIIKEHHS 3aJ[@aHHOTO YPOBHS 6e30macHOCTH HMHOpopMalyd U
JOJDKHBI COOTBETCTBOBATh YCTAHOBJEHHBLIM HODMaM M TpeOOBaHUAM [0 Ge30macHOCTH MH(OpMAIHH.
C31 pomxHa OBITH OpPHEHTHMPOBaHA HA pEHIEHHS, BO3MOXHBIE PHCKH Ul KOTOPBEIX M MEpHI
IPOTHBOAEHCTBYS 3THM PHCKaM IIPOLIIH BCECTOPOHHIOK Teopemqecxylo M IIPAKTHYECKYIO IIPOBEPKY.

5.14 Cneuuanusanus ¥ Ipo¢ecCHOHATH3M. o

I[IpeamonaracT MpUBJEUYEHHE K pa3paboTKe CPeICTB M pealH3alldi Mep 3allMThl MHGOpMaluH
CIIEIHAIM3HPOBAaHHBIX OpraHu3anuii, Hauboee MOArOTOBIEHHBIX K KOHKPETHOMY BHIY J€ATENLHOCTH IO
obecredeHHI0 6€301acHOCTH ME(POPMAIIHH, HMEIOIUX OIBIT IPaKTHIECKOH paboThI H roCyJapCTBEHHYIO
JMIEH3MI0 HAa IIPaBO OKa3aHHUsA YCIyr B OToi obOimactH. Peanusanus aIMHHHCTPAaTHBHBEIX Mep H
skcuryaranus Cp3U mosmkHa 0CyeCTBIATECS MPO(YECCHOHANTBHO NOATOTOBICHHBIMH CIIEIHATHCTAMH.

5.15 OO6s3aTenbHOCTD KOHTPOJIA.

Ilpeanonaraer 00jA3aTENBHOCTh M CBOEBPEMEHHOCTh BBISBICHHS M MPECEYCHHSA IIONMBITOK
HapylIEHHs YCTaHOBIEHHBIX TpaBui ofecrmeueHus Oe3omacHOCTH HMHGOPMAlMH Ha OCHOBE
HCIIONB3yEMBIX CHCTEM M CPEICTB 3aIIUThl HHGOPMALH IIPH COBEPIICHCTBOBAHHY KDHTEPHEB H MCTONOB
OILICHKH 3(($EeKTUBHOCTU 3THX CHCTEM U CPELICTB.

5.16 KouTpoip 3a AEATENHFHOCTHIO MOOOrO MONB30BATENS, KAXIOrO CPEACTBA 3aUIMTHL M B
OTHOLICHUW HOOOFO 00BEKTa 3alMMTHl JOJDKEH OCYIECTBIATECS. HA OCHOBE NPHMEHEHHS CPEACTB
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OMEPAaTHBHOIO KOHTPOJISI M PETHCTPAUMHM H JOJDKEH OXBAaThIBaTh KaK HECAHKIMOHHUPOBAHHBIE, TaK H
CAaHKIIMOHUPOBAHHBIE ACHCTBHS IOJIL30BATENEH.

6 Tpedosanus k noxcucremam C3U

6.1 C3H1 BkmouaeT B ce0s CleNyiOIHe OPraHU3ALHOHHBIE W TEXHHYECKHE MEpHI 3allUThI
HHQOpMAINH, pealn3yeMble B HH(POPMAMOHHBIX CHCTEMax B paMKaX €€ CHCTeMBI oOecredeHHs
MHQOPMAIIMOHHOH  6€30IIacCHOCTH, B 3aBHCHMOCTH OT YIpo3 0€30MacHOCTH, HCHONB3YEMBIX
HH(OPMAIMOHHEIX TEXHOJOIHH M CTPYKTYPHO-(yHKIHOHAIBHBIX XapaKTEPUCTHK aBTOMATH3MPOBAHHOMN
CHCTEMBL

- HIeHTHGUKAIMS ¥ ayTEHTHQHKAIHSA CyOBEKTOB JOCTYIIa H 00BEKTOB HOCTYNA;

- yIpaBlIeHHE JOCTYIIOM CyOBEKTOB AOCTYIA K 00BbeKTaM JOCTYIa;

- OrpaHHYeHHe MPOrpaMMHON Cpebl; .

- 3alUTa MAIMUHHBIX HOCUTENEH NEPCOHANBHEIX JTaHHEBIX;
| - peructpanus coObITUit 6€30macHOCTH;

- AQHTHBUPYCHAs 3aIlINTa;

- oOHapyXeHHe BTOPXKEHUI;

- KOHTPOJG (aHAJIU3) 3AIMUIIEHHOCTH TEPCOHATIBHBIX JaHHBIX;

- obecrneuenne HeTOCTHOCTH HHPOPMAIMOHHOM CHCTEMBI B HH(OPMALHH;

- obecnieueHue JOCTYITHOCTH MEPCOHANBHBIX JAHHBIX;

- 3alIUTa Cpeibl BUPTYAIH3ALUHY;

- 3aIMTa TEXHHYECKHUX CPEICTB;

- 3aIuTa HHGOPMAIMOHHON CUCTEMBL, €€ CPEACTB, CHCTEM CBS3H U IIEPeAayd JAHHBIX;

- yhnpaBleHHe KoHOHrypanyeli HHOODMAMOHHOH CHCTEMBI W CHCTEMBI 3alWTHI
NePCOHANBHBIX AaHHbIX.

6.2 Ilomcucrempr C3M wuMeioT pasnuuHblii (YHKOIHMOHAJI B 3aBHCHMOCTH OT YPOBHA
3amuImenHocTH HHpopmanuu, obpadatsBaeMoii B cermente I'MIC EUB]I.

6.2.1 Mepsl 1o wuaeHTHGHKAIME W ayTeHTHOHKaIMu CyOBeXTOB [ocTyma M
O0OBEKTOB JOCTYNA JOJDKHBI 00ecreunBaTh NPHCBOEHHE CyObheKkTaM U O0BEeKTaM JOCTyIa YHHKAIHHOTO
npusHaka (uoeHTH(UKATOpa), CpaBHEHHE IHpenbsBisgeMoro cybobekTroM (obObekToM) gocTyma
UAECHTUPHUKATOPA C NEPEYHEM NPHCBOCHHBIX HICHTUQHUKATOPOB, 4 TAKXKE NPOBEPKY MPHUHAMICIKHOCTH
cyOBeKkTy (00BEKTY) JOCTyIIa IPEABIBICHHOTO UM HAeHTH(HKaTOpa (OATBEPKACHHAE IIOUTHHHOCTH).

6.2.2 Mepbl [0 YNpaBICHUIO JOCTYIOM CYOBEKTOB JocTyna K OOBEKTaM JOCTyIa
JOJDKHBEI 00€cIieYnBaTh YIIpaBIICHHE IpaBaMH M IPHBIIIETHAMH CYOBEKTOB JOCTYINa, pasrpaHUIeHHE
JocTyna cyOBeKTOB AocTyma K OOBEKTaM JOCTylla Ha OCHOBE COBOKYMHOCTH YCTaHOBJIEHHBIX B
HHPOpPManHOHHONH CHCTEME MNpPaBWI pasTPaHUYCHHS JOCTyNa, a TaKXe O0ecnedYuBarh KOHTPOJb
COOMIOCHUS STHX NPABHIL.

6.2.3 Mepbl 10 OrpaHWYEHHIO MNPOrpaMMHON cpelbl JOJDKHBI 0OecreurBaTh
YCTAHOBKY M (WJIM) 3allyCK TOJIBKO pa3spelieHHOTO K HCIONB30BaHUIO B HH()OPMALMOHHOM CHCTEME
IPOTPaMMHOro obecnedeHns: HTd HCKITIOYATh BO3MOXHOCTh YCTAHOBKY U (WJIH) 3aMyCKa 3alpeleHHOTO
K UCIOJB30BaHMIO B HHHOPMAUMOHHOR CHCTEME IPOrPaMMHOTO 00eCTIeUeHH .

6.24 Meps 10 3aIMTe MANIMHHBIX HOCHTENeH HHGOPMAIHK JOIDKHEI 00eCIeYHBaTh
KOHTpPOJIb JOCTYNa K MaNIMHHBIM HOCHUTEISM nmbopmaunn M ydeT, KOHTPONb TEPEMCICHHS W
HCIIOJIB30BaHHUA. ‘

6.2.5 Mepbl IO perucTpanuu COOBITHH 6e3onacnocm IoIxHbl obecneunBars coop,

3alliCh, XpaHeHHE W 3amuTy HHPopManuu o coOBITHSX Ge30mMacHOCTH B HHPOPMALMOHHON CHCTEME, a
TaKXXe BO3MOXXHOCTh IPOCMOTpa 1 aHaIH3a HHGOPMAIIHH O TAKUX COOBITHSAX M pearHpOBaHHE HA HUX.

6.2.6 Mepsl 10 aHTHBHpPYCHOH 3alIMTe NOJDKHEI OO€CIeYMBaTh OOHApyXEHHME B
HHQOpMAOHHOW CHCTEME KOMIMBIOTEPHBIX IporpamMM JHOO HMHOH KOMIBIOTEPHOH HH(QOpMAINH,
IpeAHa3HAYCHHOH JUII HECaHKIMOHMPOBAaHHOIO YHHYTOXEHMs, OJIOKMpOBaHHUS, Moau(UKaIUH,
KOIHPOBaHHMS 3aIlUINaeMoil HH(pOpManuy WM HEHTpaiM3aluy CpPeACTB 3aluThl HHGOPMALHK, a TAKXKe
pearupoBaHue Ha OOHapy>XE€HHE STHX NpOorpaMM U HHopMaImn.

6.2.7 Mepst 1o OOHapyXeHHIO (TpeXOTBPAINCHUIO) BTOPXKEHHH  TOJDKHBI
obecnieunBars OOHapyxeHme HOeHCTBUH B HHQOPMAIMOHHOM CHCTEMe, HaNpaBJICHHBIX Ha
[IpeJHAMEPEHHBIN . HECAHKIIMOHUPOBAHHEBIM JOCTYN K nns(bopMaunn, CIeHMaNbHBIC BO3JEHUCTBHSA Ha
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HHQOPMALMOHHYIO CHCTEMY H (WIH) HHPOPMALIHIO B HEJSIX ee NOOBIBAHHSA, YHHYTOXCHHUS, HCKAXKCHAS H
OIOKHpOBaHHUS NOCTYyIA K HH(pOpMAIIUH, a TAKXKE pearipOBaHUE Ha OTH JACHCTBHIL.

6.2.8 Meppl 10 KOHTpOJIXO (aHAIW3y) 3aAIIHIICHHOCTH HWH(OPMAIMH JOJDKHEI
obecneynBaTh KOHTPOJIb YPOBHS 3alMIIEHHOCTH HHQGOPMAIMH; CONEPXKAIIeHcs B HH(POPMALHOHHOM
CHCTEME, IIyTEM MPOBEICHUA MEPONPHATHH N0 aHANM3Y 3aMUIIEHHOCTH WHPOPMAHMOHHON CHCTEMBI U
TECTHPOBAHHUIO €€ CHCTEMBI 3aIIUTH HH(OPMAIIHH.

6.2.9 Mepbl N0 OOECNEYECHHIO UENOCTHOCTH HHPOPMAUHOHHOM CHCTEMBI H
uHbOpManMH JOMKHEI obecnedynBaTh OOHApyXEeHHe (AaKTOB HECaHKUMOHUPOBAHHOTO HApyIICHHS
IENIOCTHOCTH HHYOPMALMOHHOM CHCTEMBI H coZlepKamieiics B Heil HHOpMALHH, a Takke BO3MOXKHOCTD
BOCCTAHOBJICHHS HH(POPMAaIHOHHON CHCTEMEI H conepxkaieiics B Heil HHpOpMaIuy.

6.2.10 Mepsl mo ofecmedeHHI0  JOCTYIHOCTH HHQOPMAlHM  JOIDKHBI 0oGecrieduBaTh
ABTOPH30BAHHBINA JOCTYN MOJb30BAaTeNeH, MMEIOMMX IpaBa MO TaKOMy IOCTYNy, K WH(OpMaluw,
coxepxameiics B HMHQOPDMAUMOHHOH CHCTeMe, B INTaTHOM pEXHME (YHKL(HMOHHPOBAHUSI
HHGOPMAHOHHON CHCTEMEL. '

6.2.11 Mepsi no 3ammTe Cpelb! BUPTyaIM3allin JIOIKHBI MCKITIOYaTh
HECaHKI[MOHUPOBAHHEIHA JOCTYN K HHPOpMauy, oOpabaThiBaeMoii B BUPTYaJIbHOM MHppAcTPyKType, H K
KOMIIOHEHTAaM BAPTYAIbHOH HHMPACTPYKTYpHI, @ TAKXKe BO3AEHCTBHE Ha HH(POPMALIHIO ¥ KOMIIOHEHTH, B
TOM YHCII€ K CPEICTBAM yNpaBJICHHA BUPTyalbHOH HHGPACTPYKTYpOoH, MOHHTOPY BUPTYaJIbHBEIX MAIIHH
(rumepBu30py), CHCTEME XpaHEHHS [NAHHBIX (BKIIOYAs CHCTEMY XpaHeHHs o0pa3’oB BHPTYAIBLHOM
HH(PaCTPYKTyphl), CETH HepeNayd JaHHBIX 4Yepe3 OJIEMEHTHl BHPTYAIbHOM WIH (PU3HUECKOM
uHQPACTPYKTYpEI, rOCTEBBIM ONECPANMOHHBIM CHCTEMaM, BHPTYalubHBHIM MalldHaM (KOHTelHepam),
CHCTEME U CETH PEIUIMKALYH, TCPMHUHAIGHBIM ¥ BUPTYaJIbHBIM YCTPOHCTBAM.

6.2.12  Meprl no 3amMTe TEXHUYECKUX CPEACTB JOJDKHBI HCKITIOYATh HECAHKIMOHHPOBAHHBIHA
JIOCTYIl K CTAallHOHAPHBIM TEXHHYECKMM CPENCTBAM, 0OpabaThIBaloMM HHGOPMANHIO, CpencTBaM,
obecneunBaromuM (HYHKIHOHHPOBaHWE HH(GOPMALHOHHONW CHCTEMEI (Hajee - CpPeACTBa obecnedeHHs
(YHKUHOHMPOBAHHS), M B IIOMEIIECHHUS, B KOTOPEIX OHH IIOCTOSIHHO PACHOJIOXXEHBI, 3aIUMTy TEXHHYECKHX
CPEICTB OT BHEIIHMX BO3JCHCTBHMH, a Takxke 3amuTy HHOOPMAUMH, NpPENCTAaBICHHON B BHIE
HHGOPMATHBHEIX 3IEKTPHYECKHX CHTHAIOB K QU3MYECKUX TIOJIEH.

6.2.13  Mepsl o 3amuTe HHPOPMALUOHHON CHCTEMBL,, €€ CPEACTB, CHCTEM CBI3H M Iepeaadn
JAHHBIX JOJDKHBI 00eCneunBaTh 3aMUTy HHGOPMAIWH NIPY B3aMMOISHCTBIHM HHOOPMAIHOHHON CHCTEMBI
HWIH €€ OTACHBHBIX CETMEHTOB ¢ HHBIMH HHGOPMAIMOHHBIMH CHCTEMaMH H HH(pOPMAIHOHHO-
TEJICKOMMYHUKAIIHUOHHBIMH . CETSIMH IIOCPEICTBOM NPHMEHEHHS AapXUTEKTypsl HHGOPMAIIMOHHOM
CHCTEMBI, POCKTHBIX PEIICHUM MO €€ CUCTEME 3aIIUTHl HHPOPMAILHH, HAPABJIEHHBIX Ha OOecIeYeHHe
3aUTH HHpOpMAaIHH.

6.2.14 Meps no ynpaeieHMIO KoH(uryparuei HHGOPMAIMOHHOM CHCTEMBI M CHCTEMBI
3AIUTEl MEPCOHAIBHBIX MAaHHBIX JOJDKHEI OOECHEYHTH YIIPAaBICHHE H3MEHEHHSAMH KOH(QHIYpaluu
HHGOPMAMOHHOH CHCTEMBI, aHATM3UPOBATh NOTEHIMANLHOES BO3ICHCTBYE IIIAHMPYEMBIX H3MECHEHHH B
KoHQurypauuyn HHGOPMAIIMOHHOM CHCTEMBI M CHCTEMBI 3AIUTHI MEPCOHAIBHBIX MAHHEIX, 4 TAKXE
OTNPENEJICHHIO JIMI[, KOTOPBIM pa3pellcHbl ACHCTBHS 1O BHECEHHIO HM3MEHEHHH B KOHQHUIYpalHio
HHGOPMAMOHHOH CHCTEMBI M CHCTEMBI 3ALUTHI IEPCOHANLHBIX JaHHEIX.

7 Tloap3oBaTenan cermenta THC EUB]L

7.1 B cermenre TMMC EHNBJI MOXHO BBIOENHTH CIEAYIOLOWE TPYINBl [OJB30BaTENEH,
y4acTBYIOIHUX B 00paboTKe ¥ XpaHeHHUH 3al0UIaeMoii HHGOpPMAIHH:

- agmuHucTparop Ub; Co

- OTBETCTBECHHBIH 32 opranusanuio o6paboTku uHPpopMauK ¥ NEPCOHAIBHBIX JAHHBIX;

- OTBETCTBEHHBII [TOJIB30BaTEb KPUIITOCPENCTB,;

- II0JIB30BATENb. :

7.2  Anmunucrparop b

Anmunuctparop B orBetcTBeHEH 3a ¢yHkumoHupoBanMe C3U, Bkimoudas oOCiIyxuBaHHE H
HACTPOMKY aIMUHUCTPATHBHOM, CEPBEPHON U KIIMEHTCKOU KOMIIOHEHT.

Ammuancrparop Ub obnagaer cienyromuM ypoBHEM JOCTYIIa U 3HAHMIA:

- obnanaer monHO¥ wHQOpMAaNHMel O CHCTEMHOM ¥ NPHKIAAHOM MPOrpaMMHOM ofecreyeHUH
cermenta 'UC EMB]T;

- obnamaet, monHoON MHpOpMAaIHeEd o TeXanecmxgcpencmax 1 koHurypauuu cermenta I'YIC
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ENBJ; .

- HMEET JOCTYIl KO BCEM TEXHHYECKHMM CpelcTBaM 00paboTku HHGOpMAlMK H AaHHBIM CETMEHTA
I'C EUB]];

- obnanaer nowHo# nHpopManmeii o cermente 'UC EUB/;

- UMeeT nonHbi fgoctyn k Cp3U 1 npoTOKONMPOBaHUS ¥ K YaCTH KITIOUEBEIX DIIEMEHTOB CETMEHTA
I'nC EUB/I.

AnmunncTpaTtop Ub ynmomHOMOYeH:

- peanH30BBIBATh MOJUTHKH 0€301acHOCTH B YaCTH HACTPOMKH CPEICTB 3a1mm,1 uHGopManuH,
MEKCETEBBIX 3KPAaHOB B COOTBETCTBMH C KOTOPHIMH IIOJIB30BaTENpb MOJNYy9aeT BO3MOXKHOCTh paboTaTh €
aneMeHTamu cermenta [ IC EMB/T;

- ocymecTBnaTh ayaut Cp3HU.

7.3 OTBeTCTBEHHBIH 3a OpraHU3aHIo 06paboTKH HHYOPMALHK H IIEPCOHANBHBIX JaHHBIX

OrBeTcTBEHHBIH 32 OpraHM3aluio 00paboTKH MHGOPMAIMH H NEPCOHANBHBIX JQHHBIX obnapaer
CJIEYIOMHM YPOBHEM JOCTYTIa B 3HAHHIA: .

- 3HaeT 3aKOHOJATENbHBIE M HOPMATHBHBIE IIPABOBHIE aKThI, METOJHYECKHE M HOPMATHBHBIE
MaTepHAJIEI [10 BOIPOCAM, CBA3aHHBIM ¢ obecriedeHneM HHGOPMallHOHHOM 6e30MacHOCTH;

- 3HAET INOPANOK HCHONL30BaHHS, 00pabOTKH M XpaHeHHS KOHGHICHUHATbHON HHPOpPMalHuH, B
TOM YHCJIE IEPCOHANBHBIX JaHHBIX. '

OTBeTCTBeHHBIH 3a oOpraHu3anuio o0paboTku HHGOPMAMM ¥ INEPCOHANBHBIX JaHHBIX
YIIOJTHOMOYEH:

- OCYIIECTBIIITh BHYTPEHHUH KOHTPOJIb COOIONEHHS 3aKOHOAaTeNnbeTBa Poccuiickoit denepanun
B YaCTH 3aIIUTH HHPOPMAIHH, B TOM YHUCJIE EpCOHANBHBIE JanHble T1]1H;

- IOBOIUTH [0 CBEJCHHA PaOOTHHKOB MOJOXEHUA 3aKoHOAaTeNnscTBa Poccuiickoit Pepepanuu B
YacCTH 3al[UThl HHGOPMAIHH, B TOM YHCJIE TePCOHANBHEIE NaHHkbe I1)x;

- TPEAOCTABIATL HEOOXOMMMYIO MH(OPMALUIO NPH INPOBEACHHH IIPOBEPOK PEryIHPYIOIHMH
OpraHaMH, a TaKXe IPOBEICHHH KOHTPOJBHBIX MEPOIpHATHH MO obecnedeHHIO HHQPOPMAIOHHOMN
0€e30IIaCHOCTH,

- OPraHM3OBEIBATH HpHUEeM K 0OpaloTKy oOpameHuit u 3anpocoB cyOwexkroB IIJ[H wim HX
IpefcTaBuTeNell U (WIH) OCYMIECTBISECT KOHTPONEb 3a l'IpPIeMOM 1 00paboTkod Takyx obparmienuii H
3ampocoB. :

7.4  OTBeTCTBEHHBIH [TOJB30BATENh KPHIITOCPENCTB

OTBETCTBEHHBIH MMOJIB30BaTENh KPUNTOCPEACTB OTBETCTBEHEH 32 pyHKIHOHHpoBanue CK3U.

OTBETCTBEHHBIH NONB30BATENb KPUNTOCPEACTE OONAmaeT CleAyIOWNM YPOBHEM JOCTyNa M
3HaHHUU:

- obsmagaer mMoaHOM HHGOpPMamUEH O CHCTEMHOM H MPHKIAAHOM IpPOrpaMMHOM O0ECIICUCHHH
cermenra [ UC EUB/I;

- umeeT YacTH4HBIA goctyn k Cp3U M mpoTOKONHpOBaHHSA H K YacTH KITIOYEBHIX 3JIEMEHTOB
cermenta [ UC EWMBA.

- umeeT nonueiid gocryn Kk CK3U.

OTBeTCTBEHHBIH MOJB30BATENb KPHIITOCPE/ICTB YIOJHOMOYEH:

- peanM30BbHIBAaTh NOJIUTHKH Oe3onacHoCTH B yacT HacTpoiiku CK3U, no3somnstomue
1oJb30BaTeno paborats ¢ aneMenTamu cermenta [ UIC EMB/I; .

- ocymiecTBiaTh ayaut CK3U.

7.5  Ilonw3oBarens cermenta ' UC EUB/I.

IMonesoBatens cermenta I'MC EUBJ[ ocymectsnser o6paboTKy 3ammmaeMQil HHpOpMAIHH.
O6paboTka HHGOPMAIMK BKITIOYAET: BO3MOKHOCTH IPOCMOTPA 3AWMINAeMOR HHPOPMAIHH, PyUHOMR BBOI
uHdopmannu B cucreMy cermenra I VIC EWBJI, dopmupoBanue crpaBoK U OTHETOB 10 MHGPOPMALIH,
nonydenHo#i u3 cermeHta I'MC EWDB]I. Ilonw3oBarens He HMeeT IOJIHOMOYHMH M yIpaBieHHS
nojacucreMamu o6pabortku faHHbX 1 C3U.

[MTone3oBarens cermenta ' UC EVB]] obnapaeT cineayromyM ypoBHEM JOCTYIIA H 3HAHHIA:

- obnapaer BceMH HeoOxomuMbIMU aTpuOyTamu (HampHMED, MapojieM), 00ecHeYMBAIOINMHA
JOCTYII K HEKOTOPOMY ITOAMHOXKECTBY 3alUINAeMON HH(OPMAIIHH;

- pacrronaraet KOH(QHUICHIHAIbHBIMH JAHHBIMH, K KOTOPHIM HMEET JOCTYIL
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8 TpeboBanus K nepcoHATY 110 00ecedeHHI0 3aIHThI HHpopMamuu

8.1 Bce paboTtHuky, sBisromuecs mons3osarensiMu cerMmenTa TMC EUWB]I, momxHBI 9eTko
3HaTh H CTPOro BBHIIOJNHATH YCTAaHOBJICHHBIC IpaBWia H O00S3aHHOCTH MO JOCTYNY K 3alUINaeMOM
uH(OopManuy ¥ cOOMONECHHUIO pexuMa 6€30aCHOCTH HH(POPMALHH.

82 Ilpm BCTymneHMH B JODKHOCTh HOBOrO0 pabOTHHKA, OTBETCTBEHHEIM 3a obecleuyecHHE
6e3omacHocTH MH(OpPMAIMH M NEPCOHAIBHBIX HAHHBIX 00s3aH OpPraHM30BaTh €ro 03HAKOMIICHHE C
HOKHOCTHOH HHCTPYKUMeHR W HEOOGXOTMMBIMH JOKYMEHTaMH, PErIAMEHTHDYIOIIMMH TpeGOBaHHS IIO
3amyTe WHGOpPMAaWM, a TakKe OOyJYCHHE HABBIKAM BBLINOJIHEHHMS NPOLENYpP, HEOOXONUMBIX IUIA
CaHKIIMOHUPOBAHHOTO Ucnonb3oBaHua cermenta I UC EMB/I.

8.3  PaboTHHMK mO/DKEH OBITH O3HAKOMJICH CO CBENCHHMSAMH HacTosmei ITonmuTuky, mpUHATHIX
nponenyp pabotst ¢ aneMenramu cermedta [ UC EUB]] u C3U.

8.4 Paboramku, wmmeromue pgoctyn k cermenty [MIC EHMBJl, nmomkusl ciemoBatrh
YCTaHOBJICHHBIM IIpOLEXypaM IOIJIEPKAHHA pPEXHMa O€30MacHOCTH HHGOpMalu¥ Npd BeIOOpEe H
HCIIOJIb30BaHHH IIapoJiel (eciid He UCTIOIb3YIOTCS TEXHUYECKHE CPEACTBA ayTEHTH(HKALAHN ).

8.5  PaGorhuku, umeromme noctyn kx cermenty, ['MC EWDBJl, momxHsl obecrieumBaTh
HAJJIEXKAIYIO 3AIUTY 060pyI0BaHHs, OCTABJIAEMOro 0e3 MPHCMOTpa, OCOGEHHO B TeX CIydasx, KOTAa B
NOMEIeHHe HMEIOT JOCTYN IOCTOpOHHME nHIa. Bce moib3oBaTesld IOOJDKHBL 3HATh TpeGOBAHHS MO
GezomacHOCTH MHpOPMAIMKM W MPOUEXYPHI 3aIMTHI 00OpYyHOBaHMSA, OCTaBIEeHHOro 0e3 NMpMCMOTpa, a
TaKXe CBOHM OGA3aHHOCTH 110 06ECIIEYEHHIO TAKOM 3aNIHTHL.

8.6  PafoTHuKaM 3ampeInaeTcss yCTaHaBIHBAaTh IIOCTOPOHHEE NPOrpaMMHOE OOeCIedYeHHe,
MOJKIIOYaTh JMYHBIE MOOHJIBHBIE YCTPOHCTBA M HOCHTENH MH(OpPMAINH, a TAKXKE 3alHCHIBATL HA HHX
3allUIIaeMyIo HHQOPMAIHIO.

8.7 PaboTHHKaMm 3ampemaercs pasriallaTh 3alIMIIAEMYIO MHGOpPMAIUIO, KOTOpas CTaja UM
u3BecTHa nipu pabote B cermenTe ' UIC EWB/L, TpeThuM nunam.

8.8  Tlpwm pabore c 3amumaemMoit uHpopmarueit B cermente ' IC EVB]] paboTauxu 00s3aHbI
00eceynuTh OTCYTCTBHE BO3MOXKHOCTH HPOCMOTpA 3alIMINAEMOM HHOOPMALMH TPETbHMH JIULIAMH C
MoHHTOpOB APM mim TepMuHAamnoB.

8.9 Ilpu 3aBepmennu paGotei B cermenTe [MC EUB]] paGotnuxu ob6s3ans! 3ammruts APM
WIH TEPMHHAIBI C IIOMOIIBIO OJOKHPOBKHU KIIIOYOM HIIH SKBHBAJIEHTHOTO CPEJCTBa KOHTPOJIA, HallpUMEp,
JOCTYIIOM II0 MTAPOJIIO, €CITH HE UCIONB3YIOTCS 0oJiee CHIIBHBIE CPEICTRBA 3alIHUTHL

8.10 PaborHHKM mOMKHBL OBITH NPOHMH(POPMHPOBAHEI 00 yrpo3ax HapJIIeHHs pexXuMa
6e3onacHOCTH HHQOpMaIMK ¥ OTBETCTBEHHOCTH 3a ero Hapymenue. OHM JOJDKHBI OBITH 03HAKOMIIEHBI €
YTBEPXKIEHHOH (opManibHOU Ipouenypol HaJlOXEHHs IUCUHILUIMHAPHBIX B3bICKaHWT Ha pabOTHHKOB,
KOTOpbIe HapYHIMIIHA [IPUHATHIE HOJIMTHKY U IIponenyps GezonacHoctH [1]H.

8.11 PabGotamkum oOs3aHbpl 0e3 mnpoMemIeHHs coo0mark 000 BceX HAOMOJaeMBbIX HIIH
MOO3PUTENBHBIX cirydasx paborel cermeHTa ['MC EWBJl, Morymux mnoBiedb 3a co0Oif Yrpo3bl
6e3omacHOCTH MH(POPMAIMH, a TAKXKE O BHIABJICHHBIX HMH COOBITHSAX, 3aTParHBAalOIMHNX 0e30MaCHOCTH
uH(opManuy, pyKOBOACTBY MONpA3AENCHUS M JIMIY, OTBEYAIOMEMY 3a HEMEUICHHOE pearHpoBaHHE Ha
yrpo3sl 6e301acHOCTH HH(OpMAaLHH. )

9 doJrKHOCTHBIE 003aHHOCTH NoJb3oBaTeeii cermenTa TUC EUB]L

9.1 [JlomkaoctHele o06s3agHOoCTH Tmonb3oBateneii cermeHta [MC EWBJ] onumcamer B
CIeIyIomuX JOKYMEHTaX:

- HHCTpyKIus amMuHEcTparopa Ub;

- HHCTPYKIIHS MTOJIb30BaTeNs CUCTEMEI 3aIIUTH HHGOPMAIlUH;

- MHCTPYKIMS OTBETCTBEHHOTO 33 OpraHu3aliio 06paboTku HHGOpMALMK U IEPCOHANBHBIX
JIAaHHBIX; L *

- HHCTPYKIUSI OTBETCTBEHHOI'O MOJIB30BATENS KPUIITOCPEICTB

10 OTBercTBEeHHOCTH NOJB30BaTenel cermenta THC EUB/I
10.1 B coorBercTBHE co cT. 24 ®enepaipHoro 3axoHa Poccuiickoii @enepanuu ot 27 Hrond
2006 r. Ne 152-®3 «O mepcoHaNbHBIX JaHHBIX» JWIA, BAHOBHBIE B HApDYyIUCHMH TpeOOBaHHH JaHHOTO
QeneparbHOTO 3aKOHA, HECYT TPAXKAAHCKYIO, YTOJOBHYIO, aJIMHHHCTPAaTHBHYIO, AUCIMIUIMHAPHYIO H
HHYIO NPeIyCMOTPEHHYIO 3aKOHOAATENLCTBOM Poccuiickoit ®enepanii OTBETCTBEHHOCTb.
10,2 J[elictBytomee 3aKoHOJATENbCTBO PO 103BONAET NpeApaBiATH TpeOOBaHHSA IIO
11
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obecrnieuennio Ge3omacHoi paboOTHI ¢ 3aIMUIaeMOi nn«l)opmauﬁef‘/i H NPeNyCMATPUBAET OTBETCTBEHHOCTD
33 HapylleHHe YCTAaHOBJICHHBIX IpPaBHJI JKCIyatanud OBM H cucTeM, HETpaBOMEPHBIH NOCTYI K
MHQOpMaIMK, €CcIM 3TH JeHCTBHMS NPHBENH K YHHYTOXKCHHIO, OJOKHPOBAHHIO, MOIU(DHKALMH
uH(OpMaIMK UK HapymeHuto pabotsl DBM umn cereit (cTaten 272,273 u 274 VK P®).
10.3 TIlpm mnapymenmsx pabGotHukamu cermenra [MIC EWBJl npaBui, CBS3aHHBEIX C
0e30MacHOCTbI0  MHQOpPMAlHH, OHH HECYT OTBETCTBEHHOCTh, YCTAHOBIEHHYIO JeHCTBYIOIIHAM
3aKOHOAATeNBLCTBOM Poccuiickoit ®@enepanuu. L
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